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PEKOMEHJALIMUHU KJIMEHTAM OOO «YK «JIEKC AM» IJIS1 OBECIIEYHEHUA
BE30ITACHOCTH HH®OPMALIUU

000 «YK «Jlekc AM» (nmanee — OOwmecTBo) B paMKax coOJOJeHUsI TpeOOBaHUI
[Tonoxxenus banka Poccun ot 20.04.2021 r. Ne 757-I1 «O0 yctaHoBiIeHUU 00sA3aTEIbHBIX IJIs
HEKPEIUTHBIX (PMHAHCOBBIX OpPraHU3alil TpeOOBaHWI K OOECIEUEHUIO 3aIIUTHl MHPOPMALUU
IPpU OCYIIECTBJICHUU JESITEIBHOCTH B cepe (PUHAHCOBBIX PHIHKOB B IIEJSX NMPOTHUBOJCHCTBHSA
OCYILECTBIICHUIO HE3aKOHHBIX (DMHAHCOBBIX OTEpaIHii» JOBOAMUT /10 CBEACHUS CBOUX KIMEHTOB
OCHOBHBIE PEKOMEHJAIIMHM 10 3amuTe HH(pOpMAy OT BO3JACHCTBUS MPOrPAaMMHBIX KOJOB,
NPUBOAAIINX K HAPYIICHHUIO IITATHOTO ()YHKIIMOHUPOBAHUS CPEJCTB BBIUMCIUTEILHOW TEXHUKH
(BpEIOHOCHBIN KOIT), B IIEJISIX MTPOTHBOICHCTBUS HE3aKOHHBIM (DMHAHCOBBIM OTIEPAITHSIM.

Hacrosimmime Pexomenmanmm kimenraM OO0 «YK «Jleke AM» a8 oOecriedueHHst
Oe3omacHocTH uWHGpoOpManuu (manee - PexkomMeHmalMy) He TapaHTUPYIOT oOecredeHue
KOH(UICHIIMATFHOCTH, IIEIOCTHOCTH U JOCTYIMHOCTH HH(OpMAIMK, HO TO3BOJSAIOT B IEJIOM
CHU3UTH PUCKU MH(POPMAIIMOHHOHN 0€30MacHOCTH U MUHUMHU3HUPOBATh BO3MOXHBIE HEraTHBHBIE
MOCJIE/ICTBHS B CIIy4ae UX pealnu3alui.

Hacrosimme Pexkomenmanuu AEUCTBYIOT B 4acTM HE NPOTUBOPEYAIIEH IOJOKEHUSIM
BHYTPEHHUX JOKyMeHTOB OOlecTBa, a Takke TpeOOBaHUSIM JEHCTBYIOLIETO 3aKOHOAATEIbCTBA
P®, HOCAT OTKPBITHIN XapakTep U pa3MeNIaloTcsl B CBOOOIHOM J0CTYIEe Ha O(DUIIMATIBLHOM CaiTe
O6miectBa B cetu MuTepHeT no aapecy https:// www.lexpif.ru/.

OO01ecTBO MpeaynpexaaeT KIUEHTOB, YTO JESITEIbHOCTh HA PbIHKE LEHHBIX Oymar,
CBSI3aHHAsl C MCIIOJIb30BAaHUEM DJIEKTPOHHO-BBIYMCIUTEILHON TEXHHUKH, HECeT B cebe pHuckK
MOJIy4YEeHHUs] TPEThUMHU JIMI[AMU HECAaHKIIMOHMPOBAHHOTO JIOCTYIIA K 3alllMIIaeMoil nHpopMaluu ¢
LEJIbI0 OCYIIECTBIIECHUS (DMHAHCOBBIX OINEpaIfii OT UMEHHU KJIMeHTa (MHAHCOBOW OpraHu3aluu
(ero ymoiaHOMOYEHHOTO Juua). Peanu3oBaTbcsi Takue WHIUACHTHI (HEXeJIaTelbHbIE WM
HEOKUJJaHHbIE COOBITUS 3alUTHl HH(GOPMAIIMU, KOTOPbIE MOTYT IIPUBECTU K PUCKY HapyLICHUS
BBITIOJTHEHHST OM3HEC-TIPOIIECCOB (KJIMEHTA), TEXHOJIOTHYECKUX MPOIIECCOB OpTaHU3AIMH U (JIH)
HapyIIUTh 6€30MaCHOCTh HH(POPMAIIMH ) MOTYT BCIIEACTBHE:

® HECaHKIIMOHUPOBAHHOTO JOCTyNa K MH(QOpPMAIMH JUIaMH, HE 00JIaJalolIMMH [TPaBOM
OCYIIECTBIICHUS 3HAUMMBbIX (KPUTHYHBIX) orlepanuii (B T.4. pUHAHCOBBIX ), B TOM YHUCIIE,



KpaXd Tapojs | uIAeHTH(]HUKAaTopa J0cTymna, wucmojb3oBaHus SIM-kapTer 1ist
IIOJIyYEHUs CMC- KOJIOB U IIp.;

NoTepu (XMILEHUsI) HOCUTENEH KIIoUel 3JIEeKTPOHHOM MOANUCH, C UCIOJIb30BaHUEM
KOTOPBIX, OCYILIECTBIISIFOTCS KpUTUYHBIE ((PUHAHCOBBIE) ONEpaIUy;

BO3/ICICTBUS BPEJOHOCHOI'O KO/Ia HA YCTPOMCTBA, C KOTOPBIX COBEPLIAKOTCS KPUTUYHBIE
(punancoBsle) onepanuy;

COBEpUICHHs] B OTHOIICHUU KJIMEHTA UHBIX IMPOTHBOINPABHBIX JIEHCTBHI, CBSI3aHHBIX C
UH(POPMALIMOHHON 0€30MacHOCTIO (MOJyYeHHE HECAHKIIMOHMPOBAHHOTO JOCTyHa K
AIIEKTPOHHOM MoYTe ¢ nHpopManuei 00 onepamusx 1 mp.)

B nmensix MUHUMH3aLMK pUCKA TMOJYYEHHUS TPETHUMH JIMIAMU HECAHKIIMOHHPOBAHHOTO
JocTyna K 3amuinaeMoil umHGOpMaluu ¢ Ielbl0 OCYIIECTBICHUS (PUHAHCOBBIX ONEpalui
OO0111eCcTBO PEKOMEHIYET KIIMEHTaM IPUMEHSTh, B TOM YHCIIE, HO HE OTPAHUYUBASCh, CIEAYIOLINE

MEpBI:

OpraHu3alys KOHTPOJIA 3a yCTPOWCTBAMH, C HUCIIOJIB30BAHUEM KOTOPBIX COBEPILAIOTCS
JeUCTBUS B LIESX OCYLIECTBICHHS (PUHAHCOBBIX ONEpaluii;

periaamMeHTanus JocTyna K yCTpOMCTBaM, C HCIIOJIb30BAaHUEM KOTOPBIX COBEPLIAIOTCS
JEHCTBUS B LIENISAX OCYIIECTBICHUS (PMHAHCOBBIX ONEpalluii, U 3alpeT JOCTyNa K TaKUM
YCTPOWCTBAM IOCTOPOHHMX JIML;

UCIOJIb30BAaHUE TAPOJIeH, periiaMeHTanus TpeOOBaHUI K HUM, B TOM YHCIIE MOPSAIKA UX
HCII0JIb30BaHUs, OOHOBJIEHHUS, CMEHBI U YHUUTOXKECHMUS;

UCIOJb30BAHUE MCKIIIOYUTEIbHO JIMIEH3MOHHOI'O MHPOrpaMMHOr0  obOecredeHus,
IIOJIyYEHHOT'O U3 JIOBEPEHHBIX HCTOUYHUKOB;

UCIIOJIb30BaHUE CIELUATU3UPOBAHHOTO IIPOrpaMMHOI0 oOecnieueHus,
00€CHeunBaONIETO 3alIUTy YCTPONCTB, C HCIOJIB30BAaHUEM KOTOPBIX COBEPILAOTCS
JEeUCTBUS B IIENSAX OCYLIECTBICHHMS (PMHAHCOBBIX OIEpaluii, OT BPEIOHOCHOIO KoJa
(aHTUBUPYCHBIX MPOrPaMMHBIX KOMIUIEKCOB) At APM momnb3oBarteneil U cepBepHOIro
obopynoBaHus, obecrniedeHne (yHKIIMOHUPOBAHUS CPEJICTB 3aLIUTHI OT BPEIOHOCHOTO
KO/Ja B AaBTOMAaTHYECKOM pEXHUME, B TOM 4YHCIE, B YaCTH YCTAaHOBKH OOHOBIIEHUH,
BBINIOJTHEHUE PETYJSPHBIX ONEpaldid 10 TPOBEACHUIO IPOBEPOK HA OTCYTCTBHE
BPEIOHOCHOTO KOJA;

OpraHM3alysl pPeryjasipHOro OOHOBJIEHHS O€30MaCHOCTH ONEPAlMOHHBIX CHCTEM H
AHTUBUPYCHBIX 0a3 TaHHBIX;

OTPaHUYEHUE BO3MOKHOCTH 3arpy3Kd M YCTAaHOBKM B IaMATh KOMIIBIOTEPOB WIIH
MOOUJIBHBIX YCTPOMCTB, C UCIOJIb30BAHUEM KOTOPBIX COBEPIIAIOTCS AEHCTBHUS B LEAX
OCYILIECTBICHUS (DMHAHCOBBIX ONEpaluii, IPOrpaMM M KOMIIOHEHTOB, MOJyYEHHBIX U3
HEHa/Ie’KHBIX UCTOYHHUKOB;

3arper 3amycka (ailyioB, 3arpyKeHHBIX ¢ HEHAJIS)KHBIX HHTEPHET CaliTOB U MOJIy4YeHHBIX
OT HEM3BECTHBIX aJIpecaToB (B TOM YHCIIE, TOCPEICTBOM AIEKTPOHHOMN MOYTHI);

3ampeT Ha MCIOJIb30BaHKUE OTKPBITHIX OOIIEOCTYIHBIX ceTeir Wi-Fi;

o0ecrnieueHrne COXPaHHOCTH U CEKPETHOCTH ayTeHTHU(UKAIMOHHBIX TAHHBIX JJIs BX0J1a B
MH(OPMALIMOHHBIE CHUCTEMBI, JIMYHble KaOuHeThl, cucrembl /IO (B ciydae
WCIIOJIb30BaHNUsA), a TAKXKE KITHOUYEH 3J1eKTPOHHOM MOAIUCH;

OINEpPaTUBHOE YBEAOMIIEHHE COTPYAHHMKOB OOIIECTBa M YAOCTOBEPSIOIIEro LEHTpa 00
yTpare (XUILIEHUH) KJIIOUEBBIX HOCHUTENEH M MHBIX CIIydasX KOMIPOMETAIMH KIIoUen
JIEKTPOHHON MOJIHUCH.

Jlns obecriedenust KOHPUIEHIUATBHOCTH:



1. XpanuTe B TaiiHe ayTeHTU(UKALMOHHbBIE / UACHTU(DUKAIIMOHHBIE TaHHbIE: TAPOJIH, KOJIbI,
KOJIOBBIE CJIOBA, KJIIOYM D3JIEKTPOHHOM mnoanucu/mmdpoBaHus, a B clydyae KOMIIPOMETALUU
HEMEJUIEHHO TPUMUTE MEPHI JUIsI CMEHBI M / WA OJIOKHMPOBKH.

2. Columro1aiiTe MPUHIIHI Pa3yMHOTO PACKPBITUSI HH()OPMAIIH O HOMEPAX CUYETOB, O BAIITNX
HAaCMOPTHBIX JaHHBIX, O APYTUX CEKPETHBIX HOMEpax / Kojax.

3. He oTKpbIBaiiTE 3JE€KTPOHHBIE MHCbMA OT HE3HAKOMBIX JIMI[, COAEPKALIUE CCHUIKU U
BJIO’KEHMSI, OHU MOT'YT IIPUBECTH K 3apa’KEHUIO BAILIET0 YCTPOMCTBA BPELOHOCHBIM KOJIOM. byipTe
OCTOPOXKHBI IIPU TPOCMOTPE/PabOTe C UHTEPHET-CallTaMu, TaK KaK BPEAOHOCHBIN KOJI MOKET OBITh
3arpyxeH c caita. Ilpu 3aHeceHMM BpPEJOHOCHOIO KOJa Ha YCTPOMCTBO M OTCYTCTBUU
3 PEKTUBHBIX aHTUBUPYCHBIX CPEJACTB 3AIUTHI, 3JIOYMBIIIJICHHUK MOXET MOJIYYUTh JOCTYI K
JT00BIM JAHHBIM ¥ HH(OPMAIIMOHHBIM CHCTEMaM Ha YCTPOICTBE, a TaKXe MPOIOJIKHUTH
3apa)X€HHE NHBIX YCTPONCTB Yepe3 3apakeHHOE.

4. He monp3yiiTech cuCTEMaMHU YTAJIEHHOTO JOCTYIA C YCTPOMCTB, KOTOpbIE BBl HE
KOHTpoJHMpyeTe (Hanpumep, o0IIeI0CTYITHbIE KOMITbIOTEPHI). Ha TakuX ycTpoiicTBaX MOXKET ObITh
BPEIOHOCHBII KOJ, COOMpAIOIIMKA Mapoidd M UASHTHU(PUKATOPHI JIOCTyMa WU CHOCOOHBIN
MOJIMEHUTH OTIEPAIIHIO.

5. He ocraBsiite 6€3 npucMOTpa HOCUTENH, COJEPIKaIUe KIIOYH 3JIEKTPOHHOM IMOANCH,
HE TepelaBaiiTe WX TPETbUM JIMIAM, W3BIIEKAWTE HOCHTENM W3 KOMIIBIOTEpA, €CIIM OHU He
UCTIONB3YIOTCS JUTst paboThl. XpaHUTE BHEUTHHE HOCUTEIH B ceiidax.

6. He COXpaHHﬁTe [MapoJik B IIaMATH I/IHTepHeT-6paysepa, €CJIM K KOMIIBIOTEPY €CTh NOCTYII
TPCTbUX JIMII.

7. He HaxxumMaiiTe Ha GaHHEPHI U BCILIBIBAIOLIME OKHA, BOZHUKAIOLIME BO BpeMs paboThI €
ceTpro MHTEpHET.

8. He otkpsoIBaiiTe (aiinbl mojyueHHbIE (CKauyaHHBIE) U3 HEU3BECTHBIX UCTOYHHMKOB. Ilpu
MOJO3PEHUHM KOMIIPOMETALUN WICHTU(PUKAIMOHHBIX WM ayTeHTU(UKALWOHHBIX JAHHBIX,
MOJO3PEHUH HAPYIIEHWH MITaTHOrO (PYHKIMOHUPOBAHMS CPE/ICTB BBIUMCIUTEIBHOW TEXHUKH,
KOTOpPbIE CIIOCOOHBI MOBJIEYb COBEPILEHHUS HE3aKOHHBIX (PMHAHCOBBIX OINEpaluil HEOOXOIUMO
He3aMeUIMTeNbHO oOpataThest B O01ecTBo.



